HUONG DAN CAI PAT VA CAU HINH
3. Huéng dan sir dung

3.1. Hudng dén cai dédt phdn mém plugin
» Chay file cai dat VGCASIignServiceSetup_v1.0.msi
=  Thuyc hién cac budc trén Giao dién cai dat

#5 VGCASignService Setup — X

Welcome to the VGCASignService Setup
Wizard

Xhec thue & Bho mat

The Setup Wizard allows you to change the way
VGCASignService features are installed on your computer or
to remove it from your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

==

#7 VGCASignService Setup — =
Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install VGCASignService to:

|C: \Program Files (x86)WGCAWGCASignService,

Change...

= =




#5 VGCASignService Setup — e

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install VGCASignService to:

C:'Program Files (x36)\WGECAWGCASIignService,

Change...

- carce

#7 VGCASignService Setup — =

Installing VGCASignService /

Please wait while the Setup Wizard installs VGCASignService,

Status:




#5 VGCASignService Setup — e

A Completed the VGCASignService Setup
Wizard

Nae thue & Bho mbt

Click the Finish button to exit the Setup Wizard.

= Cho phép Windows FireWall chap nhan chuong trinh
VGCASignService.exe chay trén hé thong.

i Windows Security Alert *

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of YGCASignService on all public and private
networks,

y Mame: VGECASIgnService
Publisher: Unknown
Path: D:\projectsiwebsigning websodket\canthowocasignservice
bin‘debugwgcasignservice. exe
Allow VGCASIgnService to communicate on these networks:
[*]Private networks, such as my home or work networki

Public networks, such as those in airports and cafés (not recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Gg.]luw ACCESS Cancel




3.2. Hudng dén céu hinh

a. Cau hinh két n6i mang qua may chi Proxy néu can thiét

CAU HINH HE THONG

K&t ndimang  Dich vu chiing thuc

[ 5u7 dung méy chi proxy
(7)) 57 dung cdu hinh proxy méc dinh
(®) 507 dung c&u hinh proxy rigng
Bia chi: Céing:
| 80f=

[ May chi prosy cd xdc thuic

Tén nguidi diing: Mat khéu:

[] Khéng sti dung cAu hinh prosy cho mang cuc b

Bang

b. Cau hinh dich vu ching thuc pht hop véi Dich vu bén B Ngoai giao
- Dich vu cap dau thoi gian (TSA): Tich chon St dung dich vu va nhap vao dia
chi may chu cap dau thoi gian twong ing bén Bo Ngoai giao

- Dich vy kiém tra ching thu sé truc tuyén: Tich chon sir dung dich vu kiém tra
chung thu s6 truc tuyén. C6 thé tich chon Cho phép kiém tra qua OCSP khi ky
sb. Ngoai ra, néu cd kénh phan phdi danh sach chimg thu sé thu hdi (CRL) khéc
c6 thé nhap thém vao Puong dan danh sach chimg thu s6 bi thu hoi (CRL).



CAU HINH HE THONG

K& ndimang Dich vu chiing thuc

S0 dung dich vy c&p diu théi gian (TSA)
&y chi dich wu cp du thdi gian (TSA)

Bia chi: |ht‘tp:s’fca.gw.vm'tsa

50 dung dich vu kigm tra chiing thy & tnic tuyén

Dich vu kidm tra ching thu s& tnic tuyén

] Cho phép kiém tra chiing thu s& ngusi ky qua OCSP

e
=
(v

Buting dan danh sach chiing thu bi thu hai (CRLs): Thém

Bong

c. Cau hinh mau chir ky PDF

Muc dich ctia viéc tao trudc cac mau chir ky ciia nguoi ky 1a ting tinh thuan
tién cho ngudi ky, ngudi ky chi can tao mau chir ky mét lan va sir dung lau dai.
Cac mau chit ky c6 thé sao Iuu va khoi phuc dé si dung khi cai dat lai chuong
trinh.



MG& giao dién cdu hinh méu chit ky. Ttr giao dién cdu hinh hé théng chon muc
"Hién thi chi¥ ky trén PDF".

CAU HINH HE THONG
Kgt ngimang Dich vu chingthuc  Hign thi chil ky trén POF  Dich wutép  License
QUAN LY MAU CHU KY | -
Tén mau chilk
Hinh anh & théng tin Ky
Hinh &b o
Théng tin Th
Mhan théng tin Email Cd quan Thdi gian ky

w Toa dé tudng d&i: Thay déi...
Mau chii ky mac dinh ¥da mau
Luiu Bdng

Tao mdi mau chit ky nhu thé nao?
Budc 1: Tir danh sach mau chit Ky x6 xuong ta chon “Tao mau méi ...”



CAU HINH HE THONG

K&t ndimang Dich wu chiingthic  Hign thi chii kf trén POF  Dichvutép  License

QUAN LY MAU CHU KY Tao méu méi.. ~]

Tén m&u chii ke |M§u 1| |
Hi&n thi chi ki
(@ Hinh anh & thdng tin K}:" bdi: Tén chung thu s&

by
Email: Dia chi thu dién td

() Hinhanh Cd quan: Tén ddn vi. tén
cd guan
P Théi gian ky: 25.05.2013
© Théng tin 09:37.36 +07.00
Mhén théng tin Email Cd quan Théi gian ki
[ Ky s& wéi vitri m&c dinh
Thay déi...
1 150;55
[ M&u chii ky méc dinh ¥ba miu
Luiu Béng

Budc 2: Nhap tén cho mau chit ky vao khung “Tén mau chit ky”: Mau 1

Bwéc 3: TUy chinh cac ché do hién thi chit ky:

- Chon cac ché d¢ hién thi: Hinh anh va Théng tin chit ky, Hinh anh hoac
Thong tin chir ky twong tng véi muc dich st dung.

- Tuy chinh hién thi théng tin bang cach tich chon vao céac & chon bén trai
khung “Hién thi chir ky”: Nhan, Email, Co quan, Chirc vu, Thoi gian
kY.

- Thay d6i hinh anh hién thi chit ky: Click phai chudt vao hinh anh chi
ky hién tai, chon menu “Thay anh khac”, chon dudng dan dén anh mai
va chon “OK”:



CAU HINH HE THENG

K& ndimang Dich vu chingthuc  Hign thi chii kv trén PDOF  Dich vutdp  License

QUAN LY MAU cHU KY

|Tao mau mdi... v|

Tén mu chil ky: MU 1 |
Hign thi chil
(® Hinh anh & théng tin

Ky bdi: Tén ching thu sd |

Chon dnh mac dinh
() Hinh &nh .
Thay anh khac
() Théng tin Luu anh
|
MNh&n théng tin Email Cd guan Théi gian ko
] Ky s wdi vi tri mac dinh
“ 0.00;0.00 0 Thay déi..
Hodc trang: |1 15055
] MAu chil ky mac dinh ¥da mau
Luiu Bdng

Chu y: Chon menu “Chon anh mic dinh” néu nguoi ding mudn st dung
hinh anh VGCA maic dinh.

Bwéc 4: Thiét 1ap vi tri chit ky mic dinh cho mau chix ky. Tich chon “Ky
s6 V6i vi tri mac dinh”. Chon Trang dat vi tri, chon toa do tuong dbi trén trang
mau va kich thudc chit ky.



CAU HINH HE THONG

K& ndimang Dich vu chingthuc  Hignthi chif bk trén POF  Dich wutép  License

QUAN LY MAU CHU KY [Tao méu mei.. v]

Tén méu chifky: |[Miu 1 |
Hign thi chil ky

(® Hinh &nh & théng tin K3 béi: Tén ching thu s8
by
o Email: Bia chithu dign ta
O Hinh anh Cd quan: Tén ddn vi, tén
cd quan
Théna ti Thdi gian ky: 29.05.2013
© Théng tin 09:37:36 +07-00
Nhan théng tin Email Cd quan Thdi gian ky
Kir 28 wii vi tri m3e dinh
Vitri chi by mac dinh
Trang déu v|  Toadsningds: [D00000  |[0 | | Thaydsi..
Hodctrang: |1 Kich thuéc chilky: [150.55 |
[ M&u chil ke mac dinh ¥da mau

oo

Bwéc 5: Tich chon “Pat 1am mAu chit ky mic dinh” ¢é mau chir ky sé& duogc
tu dong chon khi ky sé.



CAU HINH HE THONG

K&t ndi mang Dich vu chtingthdc  Hign thi chii kirtrén POF  Dich vutép  License

QUAN LY MAU CHU KY [Ta0 mau méi.. v]

Tén mu chifky: |Mau 1 |

Hi&n thi chil ky
(® Hinh anh & théng tin Ky bai: Tén ching thu s&
. Email: Bia chithu dién td
O Hinh anh Cd quan: Tén ddn vi, tén
cd quan
Théna ti Thdi gian ky: 29.05.2013
© Thangtin 09:37:36 -07:00
Mh&n théng tin Email Cd quan Thii gian ky
Ky 88 wdi vi tri mac dinh
Vitri chil ky mac dinh
Trang dau v|  Toadstusngds: [000000 |0 | | Thay déi...
Hodctrang: 1 Kich thudc chil kyj: [ 150:55 |
Mau chil ky mac dinh ¥da mau

Buéc 6: Click chon “Luu” dé luu mau chir ky.

d. C4u hinh dich vu tép



~ CAU HINH HE THONG

Bia chi may chi dich vu tép:

K& n&imang Dich vu ching thuc  Hign thi chii ky trén PDF Dichwvut®p  License

http:/Aocalhost: 16227/ File UploadHandler aspx:

Nhap dia chi mé dun xtr Iy tép upload va luu lai cau hinh

3.4. Giao dién ky sb

Chon chiing thu sé nguidi oy

' Pham Céing Théo<pcthao@bcy gov.vn>

Théng tin chiing thu s5

Thdi han: Ti 02/12/2016 dén 30/11/2026
Tinh trang: Chiing thu sd hdp &

Ch 88 hiu: Pham Céng Thao <pcthac @boy.gov.vns
Cd quan cdp phét: Co quan chung thuc so Chinh phu

Ky =6

Blang ky sd tai liéu. ..

3.5. Giao dién xdc thuc

Chi tiét. .




Théing tin chii ky
Chi kgf hap 18!

_. Thdi gian ky: 16/03/2017 07:06:13 +07:00

Biide koy bdi Pham Cong Thao <pcthao @boy gov.vns
Chi tiét xac thuic
M&i dung chuia bi thay déi.
Chiing thu =& ky hdp 18.
D&u théi gian trén chi ke hdp 18,

Thii gian kiém tra: 16/03/2017 07:06:13 +07.00

Théng tin d&u thdi gian
Dau thdi gian: 16032017 07:06:13 <07.00
Chiing thu & may chi cdp dau thdi gian:
May chi cSp dSu thdi gian

4. Mot sé 18i thwong gip

4.1. Khéng goi dugc cdc ham thuc thi cua Plugin ky sé

a. Miéu ta 16i

- Khi goi dén cac ham chirc nang ca plugin Ky s6 nhung khong c6 hiéu tng gi.

- M¢& Developer Tools cua trinh duyét Chrome, tab Console thay c6 théng béo
16i nhu sau:

WebSocket connection to 'wss://127.0.0.1:8987/Config’ failed: Error in
connection establishment: net::ERR_INSECURE_RESPONSE

Connection is closed...



[ Demo X
& C | @ localhost: 16227 ¥r
[® (] | Elements Console Sources Metwork Performance Memory % o2 i X
Plugin Demo S v
O Faile
Q plebSocket

Connection is closed...

Show config

Get License Request

Trwong phong:

| Treéing Phang Ky Nhéy || Kiém tra chif ky |

Chanh Van phong:

| Chanh Van Pheng Ky Nhay || Kiém tra chi ky |

Gidm doc:

| Gidm déc Ky duyét || Kiém tra chif ky |

Vin thr:

| Vén thur phét hanh || Kiém tra chif ky |

Console

b. Céch khic phuc nhu sau:

Budc 1: Ma trinh duyét Chrome. Nhap vao thanh dia chi chudi dudi day va bam
Enter:

chrome://flags/#allow-insecure-localhost

- O X
[ Demo X 1 Privacy error x ";‘ chrome://flags/#allow-in X
&« (&N - Reite1 Ml chrome://flags/#allow-insecure-localhost *
Allow invalid certificates for resources loaded from localhost. -
Enable
Add to shelf
Default v
Bypass user engagement checks
Enable
Use Chrome Sync sandbox
Enable
Load Media Router Component Extension
Default v
Causes audio output streams to check if channel layouts other than the default hardware layout are available.
Enable
‘WebVR
-

Budc 2: Tal MUC ““Allow invalid certificates for resources loaded from localhost.” durgc danh déu
mau vang trén hinh, bam Enable. Két qua nhu sau:



[ Demo X 1 Privacy error x ";‘ chrome://flags/#allow-in X
& C | ® Chrome | chrome://flags/#allow-insecure-localhost *

Allow invalid certificates for resources loaded from localhost. Mac, Windows, Linux, Chrome OS5, Android
Allows requests to localhost over HTTPS even when an invalid certificate is presented.
Disable

Add to shelf

Default v

Bypass user engagement checks

Enable

Use Chrome Sync sandbox

Enable

Load Media Router Component Extension

Default v

Your changes will take effect the next time you relaunch Google Chrome.

RELAUNCH NOW

Budc 3: Bam RELAUNH NOW ¢ phia cudi cira s6 Chrome (nhu hinh trén
Budc 2) dé khai dong lai trinh duyét.

4.2. Chua déng ky stz dung phdn mém
a. Miéu ta 15i

- Khi nguoi ding goi ham ky sb, xac thuc s& c6 thong bao nhu sau:

WVGCA Sign Service >

License khéng hop [&!

| Could not find file
'ChlUsers\worker AppDatat Roaming' VG CA\SignServicellicense.dat’,
P€ ding ky sir dung phan mém, ban mé giao dién Cdu hinh vio muc
License va lam theo hudng dan

OK

b. Céch khic phuc

Budgc 1: Mé giao dién Cau hinh hé thdng bing cach chudt phai vao biéu tugng
chuong trinh (Chir V d6) duéi goc phai man hinh. Bam menu Cau hinh hé théng



Théng tin

Cai dat CT5 CA
Z3u hinh hé thdng
Béng

Budc 2: M tab Pang ky sir dung. BAm nat Pang ky st dung.

CAU HINH HE THENG

K&t nimang Dich vu ching thuc  Hign thi chii lkftrén PDF  Dich vutép ©ang ky s dung

Théng tin dang loy

License khdng hdp I8!
Chuia dang ky s dung phan mém

Biang ky s dung Bang ky thi céng

Béng

Budc 3: Nguoi dung cim thiét bi Token vao may tinh va chon Chimng thu s6 rdi
bam OK. Trong nhiéu truong hop, nguoi dung can bam More choices dé thay
duoc chung thu s6 cua minh:



Windows Security =

Chon ching thu so

Chirng thu sa ky yéu cau cap license

Pham Céng Thao
Issuer: Co quan chung thuc so Chinh phu

Valid From: 12/25/2014 to 12/24/2019

Click here to view certificate properties

More choices

Pham Céng Thao (M)
Issuer: Co quan chung thuc so Chinh phu
Valid From: 12/25/2014 to 12/24/2019

Budc 4: Nhap mat khau thiét bi Token

(S Token Logon >

BEELUGSOSLIAE]
455 L kDbl IN

@a:feNet. SafeNet Authentication Client o

Erterthe Token Password.

Token Mame: eToken

Token Password: sesssens |

Current Language: EM

[ ok || -cancel |

Budc 5: Cac ban cho trong vai gidy, chuong trinh s& tw dong két ni dén may
cha cia Ban Co yéu dé dang ky. Két qua nhu sau:



CAU HINH HE THONG

K&t ndimang Dich vu chingthuc  Hin thi chil ey trén POF - Dich vutép  Piang ky s dung

Thing tin d&ng ky

Phan mém da dudc dang kv s dung
Thdi gian s dung: T 04/05/2017 dén 02/06,2027
Product|D: GgeachwSTj¥Gat+atVXGR+3BEhc=

Bang ky s dung Bang oy thi cdng




